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July 17, 2024										BY E-MAIL

Name of Agent:
Address of Agent:
Re.	Identity verification - [insert individual name]
	[insert nature of the matter or transaction] 

Dear Salutation Last name:

We are acting in the above-noted matter and retain you to verify the identity of the individual by [select method of verification and delete sections that are not applicable]:
☐	Government-Issued Photo Identification Method: Meeting with and obtaining from the individual in-person a government-issued photo identification document that is authentic, valid, and current. 
The document may be issued by the federal government, a provincial government, or territorial government, but not a municipal government. Foreign government-issued photo documentation is acceptable if it is equivalent to a Canadian-issued photo identification document. The document must contain the individual’s name, photograph, and a unique identifier number. Attached as appendix “B” to this agreement is a list of acceptable government-issued photo identification documents. 

When verifying the individual’s identity using the document, you agree to take the following steps:

1. View and examine the original document in the presence of the individual and confirm that the individual is the same person depicted in the document, and that the document is authentic, valid, and current. 

2. Make a legible photocopy of the front and back of the document and ensure that the individual’s name, photo, and the unique identifier number are visible. 

3. On the photocopy of the document, using appendix “A” to this letter agreement, attest that you have examined the document in the individual’s presence to verify that the name and photograph are those of the individual.

4. Deliver to my office the photocopy of the document and the original signed attestation by no later than [insert date].
☐    Virtual Verification with Authentication Method: Using video conferencing technology or other forms of virtual communication and a process or method to determine whether the individual’s government-issued photo identification document is authentic, valid, and current. [Note: Before asking an agent to use this method of verification, you should assess whether there are any risks of fraud, money laundering, or other illegal activity. If risks or red flags are present, you should consider asking the agent to verify identity using one of the other methods of verification above]
When verifying the individual’s identity using the virtual verification with authentication method, you agree to take the following steps:
1. Set up a virtual meeting with the individual using video conferencing technology or other forms of virtual communication. You should ensure that the virtual meeting is secure and private. 

2. Ask the individual to take a high-resolution image of their government-issued photo identification document using a mobile phone or electronic device and to send the scanned image to you by secure means. You may also consider asking the individual to show the original identification document during the virtual meeting.

3. Use technology to compare the features of the government-issued photo identification document against known characteristics to be reasonably satisfied that it is an authentic document issued by a recognized government authority.

4. Determine whether the authenticated government-issued photo identification document is valid and current by, for example: 

a) comparing the name and features of the video image of the individual during the virtual meeting to the name and photo on the authenticated identity document, or 

b) asking the individual to take a photo of themselves using the camera on their mobile phone or electronic device and using a software application to apply biometric technology to compare the features of the photo to the photo on the authenticated identity document. You should also compare the name on the authenticated identity document with the name provided by the individual. 

5. Deliver to my office a copy of the information or documents obtained, and the original signed attestation by not later than [insert date].

When verifying the identity of the individual, you also agree to:
· Conduct the verification by no later than [insert date; note: verification of an individual must be conducted immediately after you, the licensee, are first engaged in the receipt, payment, or transfer of funds on behalf of your client].
· Rely only on documents and/or information that are authentic, valid, and current.
· Deliver to me a copy of every document used to verify identity. 

Any changes to the instructions contained in this letter agreement must be approved in writing. 
Please confirm your agreement to verify the identity of the individual in the manner set out above by signing two copies of this letter and returning one copy to my office.
Sincerely, 

[insert name of licensee]



I agree to verify the identity of the individual in the manner set out above. 


APPENDIX “A” – SAMPLE ATTESTATION

[The following attestation must be placed on a photocopy of the identification document/information record being used to verify the identity of the Individual] 

I, the attestor named below, confirm to [insert name of licensee receiving the attestation] that I verified the identity of [insert name of individual whose identity is being verified] (“the Individual”) by [select method of verification and delete sections that are not applicable]

Government-Issued Photo Identification Method: Meeting with the Individual on [insert date] and examining an original government-issued photo identification document, of which a photocopy is reproduced on this page, and which photocopy legibly shows the name of the person, the unique number of the identity document, the name of the issuing authority, the place and date of issue, and a photograph that is a true likeness of the Individual. 

Virtual Verification with Authentication Method: Meeting with the Individual on [insert date] using [insert type of virtual communication platform used] and: 

· Viewing a high-resolution image of the Individual’s government-issued photo identification document, a photocopy of which is reproduced on this page, that was taken and sent to me by the Individual on [insert date] using secured means.
· Using [insert name of authentication technology used] to confirm that the Individual’s government-issued photo identification document is authentic, and 
· Confirming that the authenticated government-issued photo identification document is valid and current by [select which method was used]
· comparing the name and features of the video image of the Individual during the virtual meeting to the name and photo on the authenticated government-issued photo identification document
· asking the Individual to take a photo of themselves using the camera on their [insert type of electronic device used] and using [insert name of biometric software used] to compare the features of that photo to the photo on the authenticated government-issued photo identification document and comparing the name on the identity document with the name provided by the Individual.

I confirm that, to the best of my knowledge, the documents I used to verify the identity of the Individual are authentic, valid, and current and any information I used to verify identity is valid and current, and that these are true copies of the verification documents, I examined. 



Agent Name:
Date:
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